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1. Document purpose

To show Malta Identity (ID) card holders how to:

e Install Interface Utility software on Windows laptop or PC;

e Change the ID card Transport Authentication and Signature PINs;

e Configure the Authentication and Signature certificates for usage within the Firefox browser;
e Create and embed a Digital Signature within an Adobe document.

The document also contains “Frequently Asked Questions” and “Troubleshooting Guide” sections.




2.

Interface Utility Installation Pre-requisites

1. Operating Microsoft (32-bit or 64-bit hardware)
Systems e Windows 8.1
e Windows 10
e Windows 11
2. IDCard e Avalid Citizen or Expatriate Maltese ID card that was issued by the
Identita Agency Registration Authority
e Your Authentication and Signature PINs that were issued with your ID
card
3. IDCard e A compatible ID card reader device as referenced in the Frequently Asked
reader and Questions section of this document.
drivers e The latest ID card reader drivers installed for your Windows operating
system version.
4. Browsers e Chrome
e Edge (on Windows 10 and Windows 11)
e Firefox
5. Software e Compression file extraction software for zip files (this software is installed
by default on Windows 10).
e Adobe Acrobat for Signature signing
6. System e Sufficient user privileges to install the Interface Utility software on your
Installation laptop or PC.

Privileges




3. Interface Utility Installation Steps

1. If applicable, uninstall the Gemalto Classic Client software.

2. Go to https://identita.gov.mt/identity-cards-unit-eid-virtual-account-eid-readers/ and select the link to
Download the software required to interact with the e-ID card (Windows OS).

Note: The e-ID reader software has recently changed!

e-ID Reader Installation Guides and App Download:

Download the Installation Guide. (Windows 0S), or view our for a simplified version.

Download the Installation Guide. (MAC 0S)

Y
Y,
|i| Download the software required to interact with the e-ID card. (Windows 0S)
Y,

Download the software required to interact with the e-ID card. (MAC 0S)

3. Once the software has downloaded (Windows_10_11_installation_user_x64.zip) extract the
installation files to a folder on your Windows laptop or PC. If you are unsure about how to extract a
zip file, please follow the steps below:

e Navigate to the downloaded (zipped file) and right-click it.

e Onthe menu that pops up, roll your mouse over Open with, then click Windows Explorer.

e You will then see the contents of the zip file. Click the file and drop it on your desktop, or another
file location. The contents of the file will be unzipped.

The guide below may also be useful for some guidance. https://www.wikihow.com/Open-a-Zip-File

4. Open the folder that corresponds to your Windows operating system version.

Name Type

T
D
—
)
D

installation_user

T
g 4]
—-
e
(-
D

installation_user_x64

The folder installation_user represents the 32-bit Windows operating system version and the folder
installation_user_x64 represents the 64-bit operating system version.



If you are unsure about whether your Windows laptop or PC architecture is 32 bit or 64 bit, the below
guide may be helpful: https://www.howtogeek.com/howto/21726/how-do-i-know-if-im-running-32-bit-or-64-bit-
windows-answers/

5. Double click the SCinterface.msi file

& SCinterface.msi

6. Select Next

ﬂ SCinterface - User Edition (64-Bit) Setup - X

v

Welcome to the SCinterface - User
Edition (64-Bit) Setup Wizard

The Setup Wizard will install SCinterface - User Edition
(64-Bit) on your computer. Click Next to continue or Cancel
to exit the Setup Wizard.
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7. Select the button to accept the terms in the License Agreement and then Next

ﬂ SCinterface - User Edition (64-Bit) Setup - pd
End-User License Agreement (.
Please read the following license agreement carefully =

~

Non-Exclusive Software Licensing
Agreement
(single-user and network version)
SCinterface & SCinterface
(biometric)

Ig)laccepttittemashﬂ\eLicenseAgreemmt Print
()1 do not accept the terms in the License Agreement

o

8. Select Next

ﬂ SCinterface - User Edition (64-Bit) Setup — X
Custom Setup (.
Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

] [=Ld|Read Onlidriver ]

e (=3 v | Smartcard Utility
[+ =) = | Register Tool

This feature requires 8158KB on
your hard drive.

Browse...

Reset Disk Usage sack [[hext ]| concel




9. Select Install

#7 SCinterface - User Edition (64-Bit) Setup - X
Ready to Install the Program (.
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel
to exit the wizard.

back | imeml_]| | conce

10. If prompted, select Yes to allow the app to make changes to your device.

11. Wait until the installation Status bar completes

12. Select Finish




#9 SCinterface - User Edition (64-Bit) Setup — X

Completed the SCinterface - User Edition
(64-Bit) Setup Wizard

Click the Finish button to exit the Setup Wizard.

4. Changing the Transport Authentication and Signature PINs

New ID cards come with a 4 digit Transport Authentication and 4 digit Transport Signature PIN which must
be changed to something that you can remember. The minimum and maximum PIN digit requirement for
Authentication and Signature is 6 to 8 digits.

The first time you use your new ID card with the Interface Utility, you will be prompted to change your
Transport Authentication and Signature PINs.

1. Connect your ID card reader device to your Windows laptop or PC and pair your ID card. Depending on
the type of card and reader device, the ID card could be placed inside the card reader device or on top
of the contactless symbol.

2. From the Start Menu, open the SCinterface Utility

- cv cryptovision

72 SCinterface RegisterTool

SCinterface Utility




Note — if the Interface Utility opens with message “No valid smartcards found”, this may be resolved by
installing the latest ID card reader drivers for your Windows operating system version.

3. To change the Transport Authentication PIN:

YV V VY

Enter the 4 digit Transport Authentication PIN in the Authentication: ‘Transport PIN for
Authentication PIN’ field.

Enter a new 6 to 8 digit PIN in the New PIN: ‘Authentication PIN’ field.

Enter the new 6 to 8 digit PIN once more in the Confirm this new PIN field.

Select OK

Unlock PIN using Transport PIN

Authentication: "Transport PIN for Authentication PIN’ esece

New PIN: "Authentication PIN® sssee

Confirm this new PIN: | eeses

I OK | Cancel

Once you have changed your Transport Authentication PIN, you will be prompted to change your Transport
Signature PIN.

4. To change the Transport Signature PIN:

Y V V

Enter the 4-digit Transport Signature PIN in the Authentication: “Transport PIN for Signature
PIN’ field.

Enter a new 6 to 8 digit PIN in the New PIN: ‘Signature PIN’ field.

Enter the new 6 to 8 digit PIN once more in the Confirm this new PIN field.

Select OK

10



Unlock PIN using Transport PIN

Authentication: “Transport PIN for Signature PIN® eces

New PIN: ‘Signature PIN’ | seecee

Confirm this new PIN:

OK

| Cancel

5. Changing the Authentication and Signature PINs

Once you have changed the Transport Authentication and Signature PINs,
amendments can be done by following the process below.

any subsequent PIN

1. Connect your ID card reader device to your Windows laptop or PC and pair your ID card. Depending on
the type of card and reader device, the ID card could be placed inside the card reader device or on top

of the contactless symbol.

2. From the Start Menu, open the SCinterface Utility

- cv cryptovision

2 SCinterface RegisterTool

SCinterface Utility
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3. To change the Authentication PIN:

Enter the old 6 to 8 digit Authentication PIN in the Old PIN field.

Enter a new 6 to 8 digit PIN in the New PIN field.

Enter the new 6 to 8 digit PIN once more in the Confirm this new PIN field.
Select Change PIN

YVVVYYVY

£l eryptovision Utility - 64Bit
PCSC ACS ACR1281 15 Dual Reader PICC O ~

Token label: Malta elD, Maita Residents
Token ID:  2acdf925-1862-5929-2543-0c891359df0c

— Change Pin  Register Certificates Export Certificates
cv cryptovision gmbh

Here you can change the PIN of your Smartcard

PIM to change:  Malta Residents: Authentication PIN =

(. PIM information:  Tries remaining = 3; Transport state = NO [PIN is initialized]
Old PIN: [ lono..l |
u' New PIN: [l sssesefl |
Confirm this new PIN:I nanol |

crypto’/Ision

acvanced cryptographic technology
Change PIN
—

Version 7.2.25.878

4. Select OK

cryptovision Utility - 64Bit X

o PIN successfully changed.
o ]




5. To change the Signature PIN:

From the PIN to change drop down menu, ensure Signature PIN is selected.
Enter the old 6 to 8 digit Signature PIN in the Old PIN field.

Enter a new 6 to 8 digit PIN in the New PIN field.

Enter the new 6 to 8 digit PIN once more in the Confirm this new PIN field.
Select Change PIN.

YV VVYVYVYVY

£ eryptovision Utility - 64Bit X
PCSC ACS ACR1281 15 Dual Reader PICC 0 w

Token label: Malta elD, Malta Residents

Token ID:  aacdf925-1862-5929-2543-0¢891359df0c
< Change Pin  Register Certificates Export Certificates
cv cryptovision gmbh

Here you can change the PIN of your Smartcard

PINto change:  Malta Residents: Signature PIN

PIN information:  Tries remaining = 3; Transport state = NO [PIN is initialized]

OldPIN: [ sssses |

u' New pint: [oseses] |

Confirm this new PIN: if ouooﬂ— |

crypto/Ision
advanced cryptographic technology

Crongeri |

Version 7.2.25 878

6. Select OK

cryptovision Utility - 64Bit X

o PIN successfully changed.
| OK




6. Frequently Asked Questions

Why have ID card reader devices been introduced?

In line with the European Commission’s intention to improve the security of transactions made online, the
Government of Malta (GOM) has introduced electronic (also known as Digital) certificates on ID cards.

What are the various interface types for the ID card reader devices and what are the
usage scenarios?

The interface types for the ID card reader devices are described in the table below:

Card Reader Connection Type Description Suitable for reading
Interface

Type

Contact There is a physical wire connecting the ID ID cards that have a visble chip.
card reader device to the laptop or PC. The
ID card needs to be placed into the ID card
reader device.

Contactless | There is no requirement for the ID card to ID cards that do not have a visible chip (the
be placed into the ID card reader device. chip is embedded inside the card).

The ID card reader device can wirelessley
detect the ID card.

Dual This ID card reader device can operate in e |D cards that have a visble chip.
Interface both a “contact” and “contactless” e ID cards that do not have a visible chip
capacity. (the chip is embedded inside the card).

14



Which brand of ID card reader device should | purchase?

The ID card readers that have been successfully tested with Interface Utility software are listed below:

Card Reader Contactless, Product Operating System
Device Name Contact, or Information = Support

Dual Interface

Identiv uTrust 3700 Contactless Windows 8.1 / Windows 10 /
F Windows 11 / MAC OS

Identiv CLOUD 4701 Dual Interface https://suppo | Windows 8.1 / Windows 10 /

F rt.identiv.com | Windows 11 / MAC OS
/4701f/

ACS ACR1281U-C1 Dual interface Windows 8.1 / Windows 10 /

Windows 11 / MAC 0S

Where can | get my ID card reader device?

AIlID card reader devices can be purchased from card reader distributors which can be found on the internet.

What is Authentication and a Digital Signature?
Authentication is an act of checking and verifying the correct identity of an individual;

A Digital Signature is an electronic (computer based) signature.

Is there an age restriction for use of the Authentication and Signature certificates?
The Authentication certificate can be utilised by all personnel that have been issued with it.

The Signature certificate can only be utilised from the age of 18 years and older.

Where are the Authentication and Signature certificates on an ID card?

The Authentication and Signature certificates are embedded within electronic chips within your ID card.

15



How does my personal information get onto the Authentication and Signature
certificates within the ID card?

Personal information that has been captured during the application process (such as personal fingerprint
data) is transferred to the ID card during the card production process.

16



Is my personal information safe if it has been transferred to the ID card?

Personal information stored on the ID card is encrypted meaning that it cannot be read without the correct
secure procedures being followed.

How do | activate and use my ID card for e-government subscribed services?

Please see the link below for more information:

https://subscribedservices.gov.mt/portal/webforms/howdoigetaccesstosubscribedservices.aspx#Register

How do | use my Digital Signature in Adobe Acrobat?

If you are signing an Adobe document via your internet browser, you need to connect your ID card reader
device to your Windows laptop o and ensure the card reader device is powered on. The browser will
prompt you for your Signature PIN code.

If you want to use your Signature directly in an Adobe document (without your internet browser) please
follow the steps below:

1. Connect your ID card reader device to your Windows laptop or PC and pair your ID card. Depending on
the type of card and reader device, the ID card could be placed inside the card reader device or on top
of the contactless symbol.

2. Within the Adobe document that you want to digitally sign, select Tools and then the Certificates icon

B Adobe Acrobat Reader DC
File Edit View Window Help

Home Tools

Ql

G 23

Comment Fill & Sign Stamp Measure Certificates

Open - Open |~ Open = Open Open

3. You should now see the Digitally Sign option; select Digitally Sign.

17



™ Document to Digitally Ssgngdl - Adobe Acrabat Reader DT
file Edit Yiew \Window Help

Tools

8 = Q -

Certilicates =

Hame Document (o Digit =

RBEAT ©~

Dataty Son I3

T S AT

2. Using your mouse, click and drag to draw the area where you would like the signature to appear.

- Document to Digitally Sign.pdf - Adobe Acrobat Reader DC
File Edit View Window Help

Home Tools Document to Digit... *

B8 XE Q 1|71

Certificates ~

r O OB

166%

REEAT @«

[E) Time Stamp

18



There may be more than one signature listed depending on the number that may already be
configured. Select Continue if your signature is selected or choose the relevant signature and then

select Continue. Note —you can find more information on the signature details by selecting View
Details.

Sign with a Digital ID

Choose the Digital ID that you want to use for signing:

® | ® | Specimena K/A Specimena SPEC... (Windows Digital ID) View Details
B Issued by:NTE Test Government of Malta Citize... ,Expires: 2029.06.11

: i E K b
® ( Configure New Digital ID ) ( Cancel )

19



4. Select the Appearance of your signature from the drop down and select Sign.

Sign as "Specimena K/A Specimena SPECIMENA K/A SPECI... X
Appearance My Digital Signature v ( Create) ( Edit )
SpeCimena K/A Digitally signed by
Specimena Specimena K/A Specimena
SPECIMENA K/A
SPECIMENA K/A ~ SPECIMENA
SPECIMENA (Authentication)
(Authentication) Date: 2020.02.20 10:42:18 Z
Lock document after signing View Certificate Details

Back ' Sign

5. Save the document to a location of your choice.

6. Enter your 6 to 8 digit Signature PIN and select OK

Windows Security X

Smart Card

Please enter your PIN.

& ff L

Click here for more information

I OK I Cancel

20



7. You should now see your Digital Signature on the document.

™ Document to Digitally Sign.pdf - Adobe Acrobat Reader DC
File Edit View Window Help

Home Tools Document to Digit... X

BERQ ®O® 1 /1 [ {'_TD O® w% - I'I_I'.’I . e g
Certificates ~ %Digitally Sign [E)Time Stamp éa\a’alidate All Signatures

1
[ =3

OB

Specimena K/A  Digitally signed by
Specimena K/A

Specimena Specimena SPECIMENA

SPECIMENA K/A  K/ASPECIMENA
(Authentication)

SPECIMENA Date: 2020.02.20

(Authentication) 1106392

21



7. Troubleshooting Guide

| have created and saved my Digital Signature in Word but, on reopening the
document, | get error message ‘Unable to verify signature’ even though my ID card
is paired to the card reader device.

Please follow the procedure below for the export of certificates from the Interface Utility software and
Import into the Local Machine stores to assist with trust issues by signing applications in Microsoft
Windows environments.

1. Connect your ID card reader device to your Windows laptop or PC and pair your ID card. Depending on
the type of card and reader device, the ID card could be placed inside the card reader device or on top
of the contactless symbol.

2. From the Start Menu, open the SCinterface Utility

- cv cryptovision

Q SCinterface RegisterTool

Q SCinterface Utility

3. Export the Root Certificate and Intermediate Certificate (also called LVL1) using the ‘Export Certificates’
tab in the Utility.

22



cv cryptovision gmbh

(4
ha

<

“.| cryptovision Utility - 64Bit
PCSC Identiv uTrust 3700 F CL Reader 0

Token label: Malta elD, Malta Residents

Using this list box you can select one or more certificates to have them
exported into fites for further usage in other applications.

Root CA  Resident CA;
WILLIAMS... WILLIAMS... certificate ifi

Sign Auth

Field

Version
Serial Number

Issuer
crypto/Tsion i
crypto®/Tsion Subject
advanced cryptographic technology PZ Valid not before

i Valid not after

Token ID: 502a364e-ef78-58ca-aalc-5adb830d97df

Change Pin Register Certificates Export Certificates

Value
3

6a
cn=De La Rue Solutions Test Root CA, ou=Class Qualified, o=De La Rue
cn=De La Rue Solutions Test Resident CA, ou=Class Qualified, o=De La .
10/04/2018 11:35:11
10/04/2038 11:35:11

Export..

Version 7.2.25.676

4. Save the certificates to a folder on the local computer.

.| Please state the file name for the certificate

~ Hide Folders

« v 1 » ThisPC *» Desktop > New folder Search New folder
Organize ~ New folder * 0

Microsoft Teams Chat Files Name Date modified Type
Microsaft Teams Dta # Intermediate_Test.cer 22/05/2020 1207 Security (]
MiddicWape » Root Testcer 22/05/2020 15:07 Security
Passport Security Presentation
Project Tracking Slides
Regulations
Reviewed Documents
SANS Posters
TEMP
Training
Web Accessibility

i < >

File name: | Root_Test.cer 1y

Save as type: Certificates (*.cer) w

5. Go to the folder where the certificates are saved. Right Click on the Root certificate. Select Install

Certificate.

23



= = | New folder = [m] x

- Home Share View e,

-~ v 4 > This PC > Desktop > New folder v | D £ Search New folder
-8 3D Objects S Name ) Date modified Type
B Desktop & Intermediate_Test.cer 22/05, Security Certifica
New folder # Root | o Security Certifica
Website domain quotes Lol
Install Certificate
5| Documenis S 5
-Zip
¥ Downloads CRECiA >
& Music [& Edit with Notepad++
&=| Pictures #® Send to Therefore™...
# videos |& Share
£9 Local Disk (C) 2l ¥ Open with...
2items  1item selected 1.55KB  State:(& Offiine (| Scan with Sophos Anti-Virus 5/2020 12:26
Sync >
Restore previous versions
Send to >
Cut
Copy

Create shortcut
Delete
Rename

Properties

6. The Certificate Import Wizard should appear. Select ‘Local Machine’ as the location to store the
imported certificate. Then Click Next.

¢ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
(O current User

ol

To continue, dick Next.

[ Oiec | | Cance




7. Select ‘Place all certificates in the following store. Then Click Browse....

& &* Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(® Place all certificates in the following store:

Certificate store:

‘ I_ _&nwse. e

. Cancel

8. Forthe installation of the Root Certificate pick the folder for ‘Trusted Root Certification Authorities’.
Then Click OK.
Select Certificate Store X

Select the certificate store you want to use.

-4 | Personal
S < oot Cericaton Autrores
{7 Enterprise Trust
-1 | Intermediate Certification Authorities
| Trusted Publishers
1 1intriisted Cartifiratec v

<

[C]show physical stores

[ o ]| cone

25



9. The ‘Trusted Root Certification Authorities’ should be visible as the Certificate store. Then Click Next.

€& & Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(®) Place al certificates in the following store

Certificate store:
Trusted Root Certification Authorities [ Browse.., |

Next . Cancel




10. Select ‘Finish’.

& ¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have spedfied the following settings:

| TSRS 1. sted Root Certification Authorities

Content Certificate

11. A “success” message should appear. Select OK.

Certificate Import Wizard X

0 The import was successful.

27



12. Next, we install the Intermediate Certificate (LVL1). Right click on it and select ‘Install Certificate’.

New folder

ME s

- v 1

Share

B 3D Objects
Il Desktop
New folder
Website domain quotes
= Documents
¥ Downloads
D Music
&= Pictures
i Videos
a9 Local Disk (C)

2items 1item selected 1.69 KB

View

A Name

> This PC > Desktop > New folder

# Intermediate_Test.cer

s Root_1

M
State: @ Offline (¢

—

D e E

Open

Install Certificate

7-Zip

CRC SHA

Edit with Notepad++

Send to Therefore™...

Share

Open with...

Scan with Sophos Anti-Virus

Search New folder

Date modified

22/05/2020 15:07
0 08:06

5/2020 12:26

Sync
Restore previous versions

Send to

Cut
Copy
Create shortcut

Delete

Rename

Properties

a X
(7]
Type
Security Certifica

Security Cer‘téfica[

28



13. Select ‘Local Machine’, then click Next.

+# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification autherity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept,

Store Location
() Current User
(®) Local Machine

To continue, dlick Next.

Ot | | Cancel

29



14. Select ‘Place all certificates in the following store. Then Click Browse...

& &v Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place al certificates in the following store:

Certificate store:
‘ _&_;uwse. =

Next . Cancel

15. Select the ‘Intermediate Certification Authorities’. Then Click OK.

Select Certificate Store X

Select the certificate store you want to use.,

+~{_| Trusted Root Certification Authorities
i1 | Enterprise Trust

-] Trusted Publshers
Ll it cted Cartifirates
< b

["]5how physical stores

[oc ]I e

30



16. The ‘Intermediate Certification Authorities’ should be visible as the Certificate store. Then click Next.

& ¢ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
| Intermedite Certification Authorites | [ Bowse... |

Mext . Cancel

X

31



17. Click on the ‘Finish’ button.

& ¢ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have spedfied the following settings:

CtE Se Sected by User ' Intermediate C ertn-ﬁcahcn Auﬂ'lﬁﬁes

Content Ceriificate

18. A “success” message should appear. Click OK.

Certificate Import Wizard s

o The import was successful,

oK

Completion of the above steps will install the trust chain on the local machine and is available for anyone
who logs into that computer. Some applications check the Local Machine stores instead of the Current User
stores to validate certificate actions such as digital electronic signatures. This procedure was created to
help those applications trust the ID card certificates from Malta and avoid messages about the local
computer not trusting the certificates.
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Where can | go for help in using the Interface Utility software?

If you are having issues with installing or using the Interface Utility software, this could be related to your
network connection, some damage to your ID card or ID card reader device — or a software product
installed on your laptop or PC that is causing a conflict.

If you require further support, then please contact at enquiries.identita@gov.mt or +356 2590 4000.

My ID Card Reader device is not identified within the Interface Utility software.

e Try powering down and restarting the ID Card Reader device

e Ensure that your ID Card Reader device has the latest drivers installed (refer to your product
installation guide or update the drivers by opening Device Manager within Control Panel, selecting the
ID Card Reader device selecting update drivers). For the various versions of Windows, once you have
opened Device Manager, the steps are as follows:

» Windows 10 & 8: Right click or press-and-hold on the hardware's name or icon and choose Update
Driver (Windows 10) or Update Driver Software (Windows 8).

My Authentication and/or Signature PIN has been locked.

To unlock your Authentication or Signature PIN, please contact the Identita Registration Authority office
which issued your card. You will need to go to the Registration Authority Office where the Officer can
unlock your Authentication or Signature PIN.

| have forgotten my Authentication and/or Signature PIN.

If you have forgotten your Authentication or Signature PIN, please contact the Identita Registration
Authority office which issued your card.

| believe that someone else may know my Authentication and/or Signature PIN.

Please change your Authentication and/or Signature PIN using the Change PIN function within the Interface
Utility software.

| receive the following error message, what should | do?

Error message Possible causes / resolution steps

v act scfinterface Utility - 64Bit w || 1. Ensure your.c.ard reader is connected and try restaring the
Interface Utility software.

e Cannof gkt conees i 2. Ensure your ID Card reader drivers are updated as per your
operating system device driver update instructions.
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